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Collection

In this Privacy Notice, your “personal information” means personal information
as defined in the Protection of Personal Information Act, 2013 of South Africa.
We collect personal information directly from you, and where lawful and
reasonable, we may collect personal information about you from third parties
and publicly available sources.

In order to engage and / or interact with you, for the purposes described above,
we will have to process certain types of your personal information, as described
below:

e Your information, such as name, alias, address, identity number, passport
number, security number, phone number, cell phone number, vehicle make
and registration number, social media user ID, email address, and similar
contact data, serial numbers of equipment, details regards the possession
of dangerous weapons, and other contact information including details of
your employer, memberships or affiliations, such as the name of your
employer or organization that you are a member of, information about your
colleagues or those within your organization, your status with an
organization, and similar data, which are required for various legitimate
interest, contractual and / or lawful reasons.

e Specific identifiers, which are required in order to protect legitimate
interests, comply with legal obligations or public legal duties, or in order to
accommodate you in our workplaces, such as your race (B-BBEE related),
sexual and medical history including any medical conditions (to comply with
laws and related to correct and fair treatment issues), trade union matters (
to comply with laws and related to correct and fair treatment issues), and
financial, credit, deviant and criminal history ( to protect our legitimate
interests and to perform risk assessments), as well as children’'s details
(benefits related).

e Account Information, including banking details, security-related information
(including user names passwords, authentication methods, and roles),
service-related information (including purchase history and account
profiles), billing-related information (including payment, shipping, and billing
information), and similar data, all which are required to perform contractual
matters and / or in order to provide you access to services.

e User Content, such as content of communications, suggestions, questions,
comments, feedback, and other information you send to us, that you
provide to us when you contact us, or that you post on our websites,
applications, mobile applications, or social media portals or platforms
including information in alerts, folders, notes, and shares of content), and
similar data which are required to perform contractual matters and / or in
order to provide you access to services or attend to queries.

e Demographic Information, such as country, preferred language, age and
date of birth, marriage status, gender, physical characteristics, personal or
household/familial financial status and metrics, and similar data, which are
required to perform contractual matters and or in order to provide you
access to services or attend to queries or to ensure that security safeguards
are in place.
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e Your image, such as still pictures, video, voice, and other similar data, which
are required to perform contractual matters and / or in order to provide you
access into our premises and to services or attend to queries or to ensure
that security safeguards are in place.

¢ Identity Information, such as government-issued identification information,
tax identifiers, indemnity numbers, other government-issued identifiers, and
similar data, which are required to comply with laws and public duties.

e Financial Information, such as billing address, credit card information, billing
contact details, and similar data, tax numbers and VAT numbers, which are
required to perform contractual matters and or in order to provide you
access to services or attend to queries or to ensure that security safeguards
are in place and / or which are required to comply with laws and pubic
duties.

e Career, education and employment elated information, such as job
preferences or interests, work performance and history, salary history,
nationality and immigration status, demographic data, disability-related
information, application information, professional license information and
related compliance activities, accreditations and other accolades, education
history (including schools attended, academic degrees or areas of study,
academic performance, and rankings), and similar data, which are required
for contractual or employment related matters or which are required to
comply with laws.

e Health records such as medical status and history, examinations, blood
type, medial aid history, disability-related information, biometrics, medicals,
psychometrics and similar data, which are required for contractual or
employment related matters or which are required to comply with laws.

e Social Media and online content, such as information placed or posted in
social media and online profiles, online posts, and similar data, which are
required to perform contractual matters and or in order to provide you
access to services or attend to queries and generally for the purposes of
advertising, marketing and related communications.

Processing

We use your personal information for a purpose consistent with the purpose
for which it was collected and in a manner that is adequate, relevant and not
excessive in the way which it is processed. Personal information will only be
processed for a purpose compatible with that for which it was collected, unless
you have agreed to an alternative purpose or Servest is permitted in terms of
national legislation of general application dealing primarily with the protection
of personal information.

Your personal information will be processed by us for the following purposes:
e Contract purposes - assessment and conclusion of a contract. To investigate
whether we are able or willing to conclude a contract with you based on the

findings of any due diligence detailed above, and if the assessment is in
order, to conclude a contract with you.
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To process transactions and render or provide or receive goods and services
and the conclusion of contracts: To perform under any contract which has
been concluded with you, including carrying out all contractual obligations,
exercising all contractual rights, assessing or communicating requirements,
manufacturing, packaging, ordering, delivering, and or responding to, or
submitting queries, complaints, returns or engaging in general feedback, or
acting in such a manner as to personalize any goods or services, and to
make recommendations related to us or our or your operations.

Attending to financial matters pertaining to any transaction- conclusion of a
contract: To administer accounts or profiles related to you or your
organization including registrations, subscriptions, purchases, billing events,
fees, costs and charges calculations, quoting, invoicing, receipt of payments
or payment of refunds, reconciliations and financial management in general.
Due diligence purposes - legitimate purpose: To carry out a due diligence
before we decide to engage or interact with you or to do business with you,
including obtaining and verifying your credentials, including your business
details, medical status, health history and related records, education and
employment history and qualifications, credit and financial status and
history, tax status, B-BBEE status, and or any performance or vendor related
history.

Communications- legitimate purpose: To make contact with you and to
communicate with you generally or in respect of our or your requirements,
or instructions.

Risk assessment and anti- bribery and corruption matters-legitimate
purpose: To carry out vendor, organizational and enterprise wide risk
assessments, in order to detect and prevent bribery, corruption, fraud and
abuse, to comply with all applicable laws, as well as to identify and
authenticate your access to and to provide you with access to our goods,
services or premises and generally to ensure the security and protection of
all persons including employees, and persons when entering or leaving our
sites and operations or facilities and / or to exercise our rights and to
protect our and others’ rights and / or property, including to take action
against those that seek to violate or abuse our systems, services, customers
or employees and / or other third parties where applicable.

To perform a conflict of interest assessment.

Legal obligation and public duties: To comply with the law and our legal
obligations, including to register with Regulators, obtain and hold permits
and certificates, register for VAT, Tax, PAYE, SDL, COIDA and UIF etc. and to
submit reports or provide various notices or returns, to litigate and / or to
respond to a request or order from a SAP official, investigator or court
official, regulator, or public authority.

Security purposes: legitimate purpose and to comply with laws: to permit
you access to our offices, facilities, manufacturing or parking areas, as well
as to controlled areas, for the purposes of monitoring via CCTV, your
interaction and access in and from our facilities described above, and for
general risk management, security and emergency incident control
purposes as well as for data and cybersecurity purposes.

Internal research and development purposes - consent required: To conduct
internal research and development for new content, products, and services,
and to improve, test, and enhance the features and functions of our current

goods and services. .
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e Sale, merger, acquisition, or other disposition of our business (including in
connection with any bankruptcy or similar proceedings) - our Legitimate
interest- To proceed with any proposed or actual sale, merger, acquisition,
or other disposition of our business (including in connection with any
bankruptcy or similar proceedings).

e Marketing and electronic communications. We may provide you with
communications regarding our goods and services and or other
notifications, programs, events, or updates that you may have registered or
asked for, and to send you offers, advertising, and marketing materials,
including providing personalised advertising to you, save where you have
opted out of this activity.

e |P addresses and cookies through the use of our website

Disclosure

Servest will only disclose your personal information if:

e The law requires it; or
e You agree that we may disclose your information.
e |n accordance with the Protection of Personal Information Act.

Third Parties

As a global business, we may share your personal information within the group
and trusted third parties based in and outside the country in which you live so
that they may process that data on our behalf. We may also share your
personal information with companies, organisations or individuals outside of
Servest if we believe that disclosure of the information is necessary for legal or
contractual reasons.

links to Other Websites

Servest has no control over and accepts no responsibility for the privacy
practices of any third-party websites to which hyperlinks may have been
provided and Servest strongly recommends that you review the privacy notice
of any website you visit before using it further.

Cross Border Transfer

We may transfer your personal information to servers located outside the
country in which you live or other trusted third parties based in other countries
so that they may process personal information on our behalf. By providing
Servest with personal information, you agree to us doing so in accordance with
the terms of this Privacy notice and applicable data protection laws and
regulations. You should be aware that many countries do not afford the same
legal protection to personal information as you might enjoy in your country of
origin. While your personal information is in another country, it may be
accessed by the courts, law enforcement and national security authorities in

that country in accordance with its laws. y
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Storage and Security

We store personal information as required by law. Our security systems are
designed to prevent loss, unauthorised destruction, damage and/or access to
your personal information from unauthorised third parties.

The security of your personal information is important to us. Taking into
account the nature, scope, context, and purposes of processing personal
information, as well as the risks to individuals of varying likelihood and severity,
we have implemented technical and organizational measures designed to
protect the security of personal information. In this regard we will conduct
regular audits regarding the safety and the security of your personal
Information.

Your personal information will be stored electronically which information, for
operational reasons, will be accessible to persons employed or contracted by us
on a need to know basis, save that where appropriate, some of your personal
information may be retained in hard copy.

Once your personal information is no longer required due to the fact that the
purpose for which the personal information was held has come to an end, such
personal information will be retained in accordance with our applicable records
retention policies, which varies depending on the type of processing, the
purpose for such processing and the business function. We calculate retention
periods based upon and reserve the right to retain personal Information for the
periods that the personal Information is needed to: (a) fulfil the purposes
described in this Privacy notice, (b) meet the timelines determined or
recommended by regulators, professional bodies, or associations, (c) comply
with applicable laws, legal holds, and other legal obligations (including
contractual obligations), and (d) comply with your requests.

Changes to this Privacy Statement

We reserve the right to amend our Privacy notice at any time, for any reason,
and without notice to you other than the posting of the updated Privacy Notice
on our website and in this regard encourage you to visit our website frequently
in order to keep abreast with any changes.

Your data protection rights:

e You are entitled to access your personal data by sending a written request
to popi@servest.co.za. We may charge you a fee for this service.

e You may also request us to correct or supplement any of your personal data
which we will undertake as soon as practicable.

e Request the destruction of your personal data. We will consider your
request in light of any other laws or regulations prohibiting us from
destroying your personal data.

Please contact us at popi@servest.co.za if you wish to make a request.
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Contact us

Any comments, questions or suggestions about this privacy statement or our
handling of your personal information should be emailed to
popi@servest.co.za. Alternatively, you can contact us at the following postal
address or telephone number:

Information Officer: Khaya Mbanga
Postal: P O Box 3082
Saxonwold
2123
Phone: 0860 22 55 84 - Our telephone switchboard is open

8:00 am - 5:00 pm GMT, Monday to Friday. Our
switchboard team will take a message and ensure
the appropriate person responds as soon as
possible.

Complaints

Should you wish to discuss a complaint, please feel free to contact us using the
details provided above.

e All complaints will be treated in a confidential manner.

You can also complain to the Information Regulator if you are unhappy with
how we have used your Information. Their contact details are as follows:

The Information Regulator (South Africa)
33 Hoofd Street

Forum Ill, 3rd Floor Braampark

P.O Box 31533

Braamfontein, Johannesburg, 2017

Complaints email: complaints.IR@justice.gov.za
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